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PROFESSIONAL SUMMARY

Information Security Analyst and Network & Cybersecurity Engineer (ENIG, 2026). Proactively monitor systems for suspicious activity, analyze
security incidents and respond to threats in real time using SIEM (Wazuh), EDR/XDR and firewall logs (Palo Alto, Fortinet). Designed and operated
a full SOC lab: detection rules, false-positive reduction, event correlation mapped to MITRE ATT&CK, incident investigation, threat containment
and post-incident reporting. Configured and administered firewalls and IPS (security policies, NAT, VPN, VLAN segmentation) and developed
Python automations (REST API, webhooks) for incident response. Tracked security metrics (MTTD, MTTR) and authored incident and validation
reports. Stay current on emerging threats through threat intelligence (MISP, 10C feeds, VirusTotal) and MITRE ATT&CK. Detail-oriented problem
solver who works well with IT and security teams.

PROFESSIONAL EXPERIENCE

Network & Cybersecurity Engineer — SOC (Final-Year Internship / PFE) — Innov Alliance Tech (IAT), Tunis Feb 2026 - Jul 2026

* Monitored systems for suspicious activity and security incidents in a full SOC lab on a segmented network (SOC, DMZ, Active Directory),
containerized with Docker Compose on VMware, delivered in Scrum over 6 sprints.

* Deployed and administered the Wazuh 4.14 SIEM (agents, Wazuh Indexer on OpenSearch): log collection, normalization, correlation, real-time
threat detection and custom detection rules.

* Collected and analyzed EDR/XDR endpoint logs and Palo Alto and Fortinet firewall logs (internal and external traffic), with custom decoders for
parsing and normalization.

* Configured and administered Palo Alto PA-220 and Fortinet firewalls (security policies, NAT, VPN, VLAN segmentation) to protect systems and
networks.

* Automated threat containment: correlated Wazuh alerts with 10C feeds and triggered automatic blocking on the Palo Alto PA-220 (NGFW/IPS),
from detection to containment without manual intervention.

* Built a Python SOAR orchestrator (REST API, webhooks, 10C cache, automated IPS blocking, TheHive-to-MISP feedback loop) to reduce manual
triage time.

* Investigated 5 attack scenarios end to end (Nmap reconnaissance, DoS, SSH brute-force, DNS C2/sinkhole, malware 10C), mapped to MITRE
ATT&CK; documented incidents in TheHive and enriched indicators with Cortex, MISP and VirusTotal.

* Tracked security metrics (SOC KPls: MTTD, MTTR) with Grafana, Prometheus and Loki; authored technical validation reports and incident
reports with post-incident analysis.

Engineering Intern — Radio Networks — Tunisie Télécom, Tunis Jul 2025 - Sep 2025
* Analyzed radio KPIs and QoS across 3G/4G/5G networks (TCP/IP-based) using Huawei OSS tools (SmartCare, Discovery, U2020).

Technician Intern — Network Equipment — Tunisie Télécom, Gabeés Aug 2024 - Sep 2024
* |Installed and maintained network, radio and optical equipment; monitored technical alarms.

EDUCATION

Engineering Degree, Communications & Networks Engineering (Bac+5, Master's equivalent) — ENIG, Gabes 2023 - 2026
Preparatory Cycle, Physics-Chemistry — IPEIG, Gabes 2019 - 2022

TECHNICAL SKILLS

Threat Monitoring & SIEM : Wazuh (SIEM), EDR/XDR, Microsoft Sentinel, Elastic Stack (ELK), OpenSearch, security monitoring, alert triage, log
analysis, event correlation, detection rules, false-positive analysis

Incident Response & Investigation : TheHive, Cortex, incident response, incident investigation, threat containment, post-incident analysis, case
management, SOAR, security reporting

Firewall & Network Security : Firewalling: Palo Alto Networks (NGFW/IPS), FortiGate/Fortinet, firewall policies, IDS/IPS, TCP/IP, VLAN, NAT/VPN,
network traffic analysis, Wireshark

Threat Intelligence : MISP, VirusTotal, I0C analysis & enrichment, threat feeds, IP reputation, threat hunting, MITRE ATT&CK, TTPs, malware
analysis, emerging threats

Security Testing : Attack simulation and testing (reconnaissance, DoS, brute-force, DNS C2, malware), Nmap, Kali Linux

Systems, Cloud & Automation : Windows, Windows Server, Active Directory, Linux, VMware, Docker, Microsoft Azure, Python, REST APIs,
webhooks, Grafana, Prometheus, Loki

Documentation & Communication : Technical documentation, security procedures, incident reports, security metrics reporting, cross-team
collaboration

CERTIFICATIONS & LANGUAGES

Certifications : Cisco CyberOps, CCNA 1, CCNA 2 - Fortinet Threat Landscape 3.0, Network Security - Oracle Al Fundamentals, Cloud Infrastructure -
Certified Phishing Prevention Specialist
Languages : English (B2) - French (B2) - Arabic (native)
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